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Aim of the Module  
The Training Module on Digital Literacy for Refugees provides information, materials and 

activities needed for the upskilling or reskilling regarding digital competences as well as for the 

training of digital literacy and digital citizenship for refugees and asylum seekers. This is the first 

module of the Training Curriculum on Digital Literacy, Digital Storytelling and Photovoice for 

Refugees under the project SEE.TELL.LISTEN. This module provides an introductory approach to 

the digital world, allowing participants to gain capacities needed for the development of the 

other two modules, as well as to daily life in the digital world.  

The present module is destined for educators, trainers and workers working with adult asylum 

seekers and beneficiaries of international protection, however its nature can be adapted to all 

people with a migrant background. It can be used by the broad public since it provides 

information and resources for those who are interested in developing these topics. It also aims 

to be instructive for displaced people themselves, who figure as big users of technology but with 

low rates of digital literacy.  

This module addresses a skill gap among adult refugees and asylum seekers, namely the need 

to understand how to use technology in an effective and safe way, underlining privacy and 

security issues.  

The changes brought by the Internet demand careful considerations regarding responsibility and 

accountability that necessarily fall under the respect for others and the human rights. The 

Training Module on Digital Literacy for Refugees is a tool that can be used to take advantage of 

the different opportunities and also to tackle the various challenges the Internet brings.  

The digital era is a rapid shifting world with a great amount of content being created and deleted 

every day. Being aware that the content of this module is to be obsolete at any point a great 

effort was made in order to provide up to date references that are relevant for adult refugees 

and asylum seekers 

 

Theoretical Background 
The digital age brought new technologies whose impact and influence is growing exponentially. 

Nowadays 55% of the world population are Internet users and 66% are unique mobile users1. 

Digital skills are assuming an increasing importance in today’s world allowing a number of 

achievements like: successful performance in the labour market; the efficient use of social 

services; the access to educational sources and opportunities; an efficient communication and 

the expression of creativity and critical thinking. These skills fall into the notion of digital literacy 

that ranges from basic Internet notions to the efficient use of the tools the Web 2.0 provides.  

These skills are of utmost importance for the seekers and beneficiaries of international 

protection. With the highest number ever recorded of forcibly displaced people reaching more 

                                                 

 
1 “Global Digital Statshot”. We are Social. 2019. See: https://tinyurl.com/y4ql6yay 

https://tinyurl.com/y4ql6yay
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than 70 million and the number of refugees being almost 26 million people2 the responses to 

this “crisis” have fallen short. The extensive media coverage put the focus on refugees and 

asylum seekers, boosting the public’s imaginary of digitally connected refugees. This “crisis” 

differs from previous ones due to the central role of digital technologies3. This new digital 

ecosystem in information and communication dominated by the Internet is crucial for refugees, 

being of extreme importance in their journey and in settling in the host country4. Because of 

this, a rising number of initiatives focusing on the digital are now playing a significant role in 

supporting refugees and migrants. These initiatives range from training programs, the creation 

of mobile apps, MOOCs (Massive Open Online Courses) and so much more. 

Mobile devices like smartphones play a central role in allowing communication and facilitating 

access to information. Mobile phones are nowadays an elementary survival instrument. This is 

true for the 5.117 billion mobile users including displaced people, being the primary way to 

remain connected to relatives and communities. According to UNHCR’s report5 connectivity 

among the refugee population has the power to enhance security, protection, health, livelihood 

and self-reliance.  

The literature on this subject, although still scarce, provides important findings. According to a 

research made on a Syrian refugee camp in Greece6  over 80% of refugees considered the 

smartphone as important, nevertheless its ownership reveals disparities among the population. 

Women are less likely to own a mobile phone (67% of women own a phone compared to 94% 

of men) and it is common for a family to share one device7. The education level is also an element 

in the ownership of a mobile phone, with people with higher levels being more prone to own 

one. Mason and Buchmann found that younger family members were more tech literate, 

showing adults how to use the smartphones or doing it themselves. The levels of tech literacy 

are extremely low among the refugee population, limiting a broader use of great range of 

possibilities a smartphone can bring. These findings support the need and the importance of 

educational and training programs for refugees, designed for the current digital challenges and 

tacking into consideration the gender disparities.  

Communication and the maintenance of family ties in refugee contexts is of utmost importance, 

where the ability to communicate is considered as a significant empowering and connecting 

factor8 . Regarding the use of smartphones for communication, calling and sending SMS is 

preferred9. Voice messages and calls are widely used as an alternative to writing due to illiteracy 

                                                 

 
2 UNHCR Figures at a Glance. 2019. 
3 Latonero et.al. “Refugee Connectivity: A Survey of Mobile Phones, Mental Health, and Privacy at a 
Syrian Refugee Camp in Greece”. 2018.  
4 Mason and Buchmann. “ICT4Refugees a report on the emerging landscape of digital responses to the 
refugee crisis”. 2016. 
5 “Connecting Refugees: How Internet and Mobile Connectivity can Improve Refugee Well-Being and 
Transform Humanitarian Action”. 2016. 
6 Latonero et.al. 2018. 
7 Mason and Buchmann. 2016. 
8 GSMA. “The digital lives of refugees: How displaced populations use mobile phones and what gets in 
the way”. 2019. 
9 Joynes and James. “An overview of ICT for education of refugees and IDPs”. 2018. 
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(especially for typing Latin letters). Nevertheless, associated costs and the need for basic literacy 

creates a barrier for using these services10. This gives way to social messaging apps to play a 

central role in communication, with 94% using WhatsApp◊, 78% using Facebook◊ and 9% using 

Skype◊. 11  Other services like Viber◊, Telegram◊, Line◊ and WeChat◊ are also used to 

communicate with friends and family. These services allow the sharing of photos, videos and 

voice messages being these essential elements for illiterate people. E-mail is not usually used, 

with a great majority not having an email account12.  

Refugees are mainly Android users and apps are the most used tools, although downloading 

new apps is not a common practice. Entertainment services like games and music downloading 

are the most used13.  

Internet through the browser is rarely used, where the majority is unfamiliar with the concept 

of a website. Smartphones are mainly used as communication tools and not as much as 

information sources. Information is mainly a peer-to-peer situation due to high levels of mistrust 

in “official” sources. Internews14 observed that the information available on the websites that 

refugees access was not accurate, giving thus way to rumours.  

When talking about technology, mobile phones and social media it is necessary to consider the 

question of digital identity. First of all it is essential to keep in mind that identity proving is 

essential to access smartphones’ services in one’s own name. According to GSMA survey, 

refugees are already using their phones to record key identity details or to save their identity 

documents for a quick access. This increases concerns about privacy and personal data 

protection. Privacy and information sensitivity is explored by the team of Latonero 15 . 

Information like phone numbers, messages and names were considered sensitive but not the 

location or the date of birth. Action must be taken to protect refugees’ privacy rights. Security, 

safety and 'responsible data practices' are crucial, especially when dealing with people fleeing 

repressive regimes and persecution or even migrants with ambiguous legal status. In this sense 

security issues are not only relevant to the individual but to their relatives as well.  

The lack of computers to be used in reception centres as well as at home in the host countries 

makes the smartphone and portable devices the first in line. Smartphones offer a wide range 

of possibilities for communicating, searching for information, learning and having fun. Despite 

the benefits of using smartphones, Internet costs still remain as one of the greatest barriers for 

its total usefulness, being preferred the use of offline services.  

The literature available and the recommendations from the studies was determinant for this 

Training Module of Digital Literacy for Refugees to focus on an efficient and safe use of the 

smartphone and other portable devices as well as all the possibilities of the Web 2.0. 

 

                                                 

 
10 GSMA. 2019. 
11 Latonero et.al. 2018. 
12 Mason and Buchmann. 2016. 
13 Idem.  
14 Di Giovanni. “Lost”. See: https://tinyurl.com/lostsyria 
15 Latonero et.al. 2018. 

https://tinyurl.com/lostsyria
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Content of the Different Sessions 
The Training Module on Digital Literacy for Refugees is divided in ten sessions that together 

constitute a toolkit to help participants navigate safely and efficiently through the Internet, 

gaining skills and learning ways in which they can influence the virtual world instead of being 

influenced by it.  

Each session provides basic information for a specific topic along with tools and strategies for 

training digital literacy to adult refugees and asylum seekers. Through a simple language each 

session provides an overview of the principal elements of the Internet and its derivative 

instruments and devices, providing facts, tips and sources for additional information. Further 

light is shed on safety and ethical issues fostering reflection regarding technology and its use for 

a digital citizenship.  

All sessions follow the same structure providing objectives and the foreseen duration. These are 

followed by an introductory note that gives information and context to each theme. The 

activities to be implemented are then presented and explained. Further information is provided 

so as to understand and develop the topic to a bigger extent. A segment regarding the risks 

correlated with the topic and some good practices to follow are also presented at the end. These 

parts are essential for a safe use of the Internet and should be carefully presented and discussed. 

Curiosities and tips regarding each topic are displayed along the sessions and can be used in the 

trainings as an entertainment element.  

The sessions are specially thought to help vulnerable groups on the move or with a migrant 

background that struggle to be part of the hosting society, being adjusted to address specific 

population needs. All activities are thought to adjust most literacy levels, nevertheless some 

sessions are not suited for illiterate. These sessions are identified in the below list for 

readjustment or foregoing purposes:   

Session Description Suitability for 
Illiterates 

1. Get connected An introduction to the Internet exploring it and 
learning how to download apps. 

Yes 

2. Start searching Helps participants search effectively through the 
WWW. 

Limited 

3. You’ve got mail This session focuses on using the e-mail. No 

4. Under the Cloud Participants can manage their files through a data 
storage service. 

Limited 

5. Get social An introduction to social media underlining its risks 
and good usage. 

Yes 

6. Skype Activities that allow participants to effectively use 
communication tools, namely Skype. 

Yes 

7. Shopping online This session focuses on the main aspects of secure 
shopping online and payment methods. 

Limited 
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8. Job seeking The session complements job recruitment 
requirements and digital skills, helping participants 
efficiently “navigate” through the labour market. 

No 

9.Overcoming 
language barriers 

This session helps to use translation and language 
learning tools.  

Limited 

10. Moving The activities proposed help participants to be 
familiar with their surroundings and to move easily 
through the city by foot or by transport. 

Limited 

 

Words in bold can be found in the Glossary at the end and every time you see the diamond 

symbol ◊ it means it is a tool, software or app.  

 

Methodology 
The Training Module of Digital Literacy for Refugees uses participatory techniques based on 

theoretical frameworks under non-formal education methods. Active and participatory methods 

are to be favoured allowing participants to be active agents in their learning process. The module 

provides different activities that can be made in group or individually, giving space for debates 

and brainstorming. 

The module follows a criteria that fits the learning curve expected, however it provides some 

flexibility in planning and conducting the training, being adaptable to different cultures. This also 

allows for the training to be lengthened or shortened depending on the levels of expertise of 

the participants, as well as to alter the order of the activities according to the group needs. Given 

its structure, the trainers can use the training sessions in isolation, being possible to add the 

sessions to other modules or training courses. All activities are though for adults nevertheless 

they can be also adapted for young people. 

The activities proposed are directed to specific apps and tools, still the adaptability of the 

module allows for each activity to be adapted to any other similar app. The tools used during 

the training can be chosen based on the specificities of the participants, the devices, the network 

availability, etc. 

As a complement to the sessions it is advised the use of visual help, especially when instructing 

sequences of steps. This allows for participants to better understand the information and to 

efficiently follow procedures. Some methods could include tools like digital presentations or a 

connection through cable or wireless of a device to a screen, enabling participants to visually 

follow each step. An alternative could be the creation of a guide with photos illustrating each 

step. The latter can include various options like a translation of the key procedures into the 

group’s main spoken language, being also a good practical long-lasting ensemble of digital 

actions.  

In order to effectively impart the sessions it is required that all participants have an updated 

portable device (smartphone, tablet or computer). The trainer should guarantee that every 

device is up to date with all the last software versions. Participants should also bring chargers in 
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the eventuality of running out of battery. It is also essential that the training occurs in a space 

that is equipped with electrical outlets allowing for the devices to be charged as well as with an 

adequate network provision.  

Despite the thoroughly thought sequence, the trainer has some liberty to choose the sessions 

to implement by adding or customizing materials and actions. Regarding training techniques 

some methods have preference like group dynamics and simulations. Given the nature of the 

training, ice-breakers and energisers are extremely recommended for motivation, engagement, 

unifying or problem solving purposes.  

 

Skills of the Trainer 
It is important that the trainer speaks the same language as the participants, being this the 

native language or a second one that everyone understands. Language is one of the main 

obstacles even for people that are advanced learners. Avoid double meanings and jokes and use 

simple vocabulary.  

Given the vulnerability of the group it is very important that the trainer has experience in 

working with refugees and asylum seekers, being able to tackle specific issues like the lack of 

motivation.  

It is imperative that the trainer is empathic and patient. Adults with a migrant background have 

a great amount of things to learn (language, geography, habits, etc.) in a very short time. Hence 

it is essential to give all the time needed to learn (another) new thing. The training team must 

also pay additional attention to illiterate participants, helping in any step needed.  

The training team must be aware that it is crucial that the message is properly passed. Make 

sure the participants really understand what is being said and do not accept just a “yes” as an 

answer. Several concepts are difficult and unknown so repeating, talking slower and using visual 

aids may be part of the trainer’s routine.  

Trainers must avoid any form of Eurocentrism and acknowledge that the way We do it is not the 

way everyone does it. Respect is crucial, not only for the participants but also for their culture 

and identity.  

In order to understand the functions of the apps and tools in the activities it is important that 

the trainer has some knowledge on how they work. It is then advisable that the training team 

previously explores the referred programs and tools.
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Sessions 

1. Get connected  

Outcomes 

Participants will:  

 Understand the concepts and the terminology regarding the Internet 

 Know how to connect to a Wi-Fi network 

 Get familiar with browsers and “surfing” on the web 

 Know how to download apps  

Time 

80 minutes 

 

How it works 

The Internet, also known as World Wide Web (www), is a worldwide network of computers that 

are connected through servers. All these servers are linked together allowing to transmit and 

share data from one point to another. In order to use the Internet, a device is needed that can 

connect through physical Ethernet cables or wireless like mobile phone data or Wi-Fi. These 

devices can be computers, smartphones, tablets or game consoles. 

Once the device is connected, the world is in your hands! The Internet is like a giant library of 

information and to access it a web browser is 

needed. This is like a pathway to a precise place 

in the Internet. Today there is a great variety of 

browsers that can be chosen like Google 

Chrome◊, Internet Explorer◊ or Microsoft 

Edge◊, Mozilla Firefox◊, Opera◊, Safari◊ etc. 

Despite having different features, they all access 

the web. These browsers can also be 

downloaded free of charge in mobile 

application (app) format for portable devices. 

An app is a piece of software that can also be like a shortcut to a website. 

 

1. Introduction to the Internet 

 Brainstorm on the possibilities of the Internet: What can the Internet do for you? How 

the Internet makes your life easier?  

 Give a brief explanation about the Internet and browsers. 

2. Getting connected  

 Participants connect to a Wi-Fi connection: select the Wi-Fi network and insert the 

corresponding password. Note: Make sure the network is secure! 

3. Download the App 

 Explain about mobile applications  

Fact! 

Smartphones have 100 times more 

computing power than the average 

satellite. 

Source: Nasa 

https://tinyurl.com/nasasmartphone 

https://tinyurl.com/nasasmartphone
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 Participants download the app of a browser – have in mind that most devices already 

have a predefined browser so choose a different one to download. 

 Explain the download process.  

access the device’s app store  search for the app  select download 

Note: the app store depends on the operating system the device has: App Store◊ for iOS, Google 

Play◊ for Android, Microsoft Store◊ for Windows among others. 

4. Welcome to the Internet  

 Participants find the icon of the browser and open it.  

 Explain about websites and homepages.  

o the first page that appears depends on each connection but it is mainly an 

invitation to search something. 

o the page is divided in two: the website itself in the centre and in the upper part 

an address bar where you type the website you want to go to or something you 

want to search for. The round arrow refreshes the page in case the connection 

is too slow. There is a toolbar session that shows a back arrow that allows going 

to the previous location, as well as a forward arrow that allows to move forward.  

5. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 Participants express their opinions regarding the activities and each participant shouts 

what they found was more interesting.  

 

Further information 

 Explore web addresses and its portions like the multiple domains that can be found 

(.org, .gov, .com). 

 Give information on identifying secure websites (https://). 

 

Risks 

 Although it may seem that no one is seeing you on the Internet, be aware that you 

always leave a trace whatever website you visit (IP address). 

 Unsafe or unknown networks may be dangerous. Be wary of public Wi-Fi networks even 

if required a password.  

 

 

 

Tip to save money 

Apps need to be updated from time to time. This process is usually automatic and when they 

update the device’s data is used. Since not all apps have the same use the settings can be 

changed for these automatic updates. This can be done in the one-stop app shop in each 

operating system. 
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Good Practice 

- The Internet data plan has to be chosen based on the use given to it. If downloads are 

required you should consider a no limitations plan. Be aware of possible over-

expenditures by children and teens. 

- It is recommended that the Internet is turned off during sleep time for data security and 

health issues.  

- It is recommended to set a screen lock. A password is then required in order to access 

the content in the device.  

- Parents should stimulate discussions about their children’s online experience and learn 

together. 
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2. Start searching 

Outcomes 

Participants will:  

 Know how to search content on the Internet 

 Know how to select content and information 

 

Time 

60 minutes 

 

How it works 

The Internet has an uncountable amount of information! So much content sometimes makes it 

difficult to find what we really want to know. For this, search engines and their components are 

a great help. A search engine allows you to find any content on the web like the latest news, 

tomorrow’s weather, recipes, that great penalty shoot, how clouds form and so many more! The 

search engine collects and organises information that, according to your search records, 

considers most suitable for you. The results are a mix of website links, images, videos, articles 

and other types of files. There are several search engines being Google◊ the most popular.  

 

1. Time to search and explore! 

 Introduce web search engines and ask participants what they would like to know 

better. 

 Based on the ideas given select one subject to search for. 

 Participants give keywords on the subject and a list is made. 

 Each participant types one word in the address bar – thousands of entries will appear! 

 Allow participants to explore the websites and use the back and forward arrow go to 

back to the results’ page. 

 Participants can explore the various types of files and tools related to the search. 

2. Advanced search 

 Explain how participants can narrow the search by typing specific words and 

combinations and by using Goggle’s◊ website tools. 

 Participants make their search more specific, trying to get closer to the information they 

are searching. 

 Brainstorm on the type of information that appears and the type of websites. 

3. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 Participants express their opinions regarding the activities.  

Further Information 

 Check Google’s◊ support: https://tinyurl.com/kpvvlcc 

 Explain some tips to narrow the search using Google◊. 

https://tinyurl.com/kpvvlcc
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Risks  

 Be aware that the results that search engines offer, are based on information from your 

own use of the device. Cookies and geo-location provide information about the person 

and their interests that could narrow personal perspective on a searched issue. 

Regularly delete cookies and the history from your browser.  

 Some information that appears can be irrelevant or lacking credibility. Critical thinking 

and some level of scepticism is needed when selecting information.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Here are some (among so many other) operations that can be used to make a more specific search 

on Google◊: 

 “_” (asterisks) – use quotes to search for an exact phrase or expression e.g. “chicken spicy 

sauce” 

 Minus signal (-) – use the minus signal to eliminate associated content e.g. black jaguar–car 

 Plus signal (+) – automatically includes a particular word in the search e.g. jobs+hotel 
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3. You’ve got mail 

Outcomes 

Participants will:  

 Understand the benefits and risks of having an e-mail account 

 Know how to set an e-mail account and a contacts list 

 Know how to compose and send e-mails  

 Know how to attach files to an e-mail 

 

Time 

60 minutes 

 

How it works 

E-mail is a system for sending messages and files through the Internet. An e-mail address has 

two parts: the local name that refers to the user and the domain name that is the organisation 

that provides the service. Between these two there is always a “@”. There are several e-mail 

providers, being the most used Gmail◊, Outlook◊ and Yahoo◊. 

Besides being an instrument for communication, e-mail addresses are very important for the 

identification of users in a great number of services (social networks, websites, services, etc.) 

serving as login.  

 

1. Introduction to the E-mail 

 Inform about the advantages and the risks of using an e-mail. 

 Focus on privacy and security issues. 

 In teams, participants have to come up with strong passwords for an imaginary e-mail 

account. Each team presents its ideas and explains on why they think it is safe. 

2. Get an E-mail 

 Participants set up a Gmail◊ account – participants that already have one will assist the 

rest. 

 Participants set their account by changing the profile picture, including a signature, etc. 

 Participants create a contact list with the other participant’s addresses. 

 Participants compose an e-mail about the best sunset they’ve experienced, attach a file 

and send it to another participant. 

3. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 In pairs, participants send an e-mail to the partner identifying the best part of the 

session. All participants share the ideas received.  

 
Risks  

 Some e-mails are undesired spam and some “forward” e-mails may be false. Always 

check the e-mail address. 
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 Some e-mails may contain viruses. Be somewhat wary of e-mails of an untrusted source 

and suspicious attachments.  

 Fraudulent e-mails may ask for personal details. Never give sensitive information (like 

bank details and passwords) in an e-mail.  

 E-mails are prone to someone breaking into them. This is more worrying given that e-

mails are used to enter most digital services. Create a strong password that can avoid 

this. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Strong passwords should consist of more than 8 characters, mixing numbers, letters (capital 

letters and lower case) and other symbols or characters. These should not refer to personal 

details like names or date birth and for each login a different password should be used.    
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4. Under the Cloud 

Outcomes 

Participants will:  

 Understand the benefits and risks of cloud data storage services  

 Know how to add files to the cloud 

 Know how to access files on the cloud  

Time 

60 minutes 

 

How it works 

Hard drives and pen drives are no longer needed to save or share those important documents 

or the photos from last year’s birthday. Nowadays there are several options to storage every 

file. This is called a “cloud”. Since it is in the Internet accessing data is much easier, only needing 

a device with an Internet connection. This way it is possible to storage, synchronise and share 

files. There are several file hosting services like Dropbox◊, Google Drive◊ or OneDrive◊. 

 

1. Introduction to the Cloud 

 Discuss with the participants what they know about data storage services. 

 Participants search on the Internet what are the most popular services. They get to 

know more about these services and share it with the group. 

 Expand on the subject if needed. 

2. The Cloud 

 Participants download the Google Drive◊ app and sign in with their Google◊ accounts. 

 Participants create three folders – Personal, Work and Fun – and organize files they have 

in their device – notice that an option is available to “scan” documents. Other apps like 

Abby FineScanner◊ or CamScanner◊ can be used to scan documents. 

 A voluntary participant creates a group folder and invites all participants to access it – 

this folder is now the space to access and share files concerning the course. 

 Participants upload files and download shared files from the folder. 

3. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 Create a document in the shared folder. 

 Each participant types the best and worst part of the session in the shared document. 

 

Good Practice 

- Some care must be paid when uploading and sharing sensible content into the Internet.  

- Files may contain malware and viruses. It is important to make sure there is an anti-

virus filter when downloading files. Some anti-virus apps are Avast◊, Bitdefender◊ or 

Kaspersky Mobile Antivirus◊.  

- It is recommended that all the uploaded documents and files are duplicated and the 

originals are stored in a device.  
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5. Get Social 

Outcomes 

Participants will:  

 Understand the benefits and risks of social networks  

 Understand how to safely and efficiently use these services 

 

Time 

60 minutes 

 

How it works 

Social networks are platforms where people with common interests can connect and share 

content like information, photos, videos, news, personal experiences and a lot more. Social 

networking has several purposes and results, allowing people to connect with each other, to 

organise events or for advertising. Some of the most popular social networks are Facebook◊, 

Instagram◊ and Twitter◊. 

 

1. Introduction to Social Media 

 Inform about the main characteristics of the most popular social networks.  

 Select three profiles on Facebook◊ e.g. a personal one from a celebrity, a company, an 

NGO. Note: an alternative is to ask participants to think about three corresponding 

profiles. 

 Participants analyse the three profiles and brainstorm on the visual identity (i.e. profile 

picture, etc.) of the profiles paying attention to the information provided. 

 Inform on the possibilities of the social media networks. 

2. Explore the social media platforms  

 Each participant creates an account on a social media platform defining the main goal 

for using it – participants that already have one (and do not want to have more) will 

assist the rest. 

 Explain some functionalities of these services. 

 Inform about security and digital identity issues. 

 Ask each participant to select personal photos to be uploaded to a social network. In 

small groups the participants analyse the photos and detect the private information that 

is being revealed. Groups give a rating from 1 to 5 to each photo, being 5 the maximum 

level of privacy for users. The groups present and justify their choices.  

 Debrief the activity by asking if the participants think about these aspects when 

publishing personal elements. Would they like for everyone (especially the parents, 

their kids or the boss) to see it? 

3. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 Explain that the room is divided by an invisible line with a “good” part and a “bad” one. 

Explain that participants must position themselves in the room according to their 

opinion about the session. The more distant they stay from the line the more extreme 

is the feeling (i.e. very far from the line in the “good” part means “really like it”). 
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 Participants position themselves and explain their choices.  

 
Risks  

 The sense of anonymity in social media gives a sense of empowerment that could be 

used to make comments or post content that usually would not be said in face-to-face 

conversations.  

 Social networking exposes users to commercial content and exploitation of private data.  

 Usually users are only exposed to content related to only one side, in line with personal 

beliefs and opinions. That limits knowledge expansion and personal growth.  

 Social media networks can be used to spread false or biased information. Be healthy 

suspicious of unknown sources by checking the reliability of the content and pay extra 

attention when adding “friends”.  

 The lack of verification process allows for profiles to be created to mislead or trick users.  

 Be aware that information and material shared on social media are under a worldwide 

license that allows for them to be use, copy, reproduce, modify and published in every 

media or distribution service.  

 Social networks can put individuals under a great social pressure in order to be 

interesting and perfect.  

 

Good Practice  

- All the information that is put online is public, unless the user assures its privacy 

(sometimes being still available to be seen by everyone). Hence every information and 

content posted should be accordingly to what someone would publicly broadcast. 

- Once something is posted the user loses control on who sees it and how that content is 

used, for example pictures can be copied and altered easily. Content that is posted 

should only be the one that we feel comfortable for everyone to see.  

- Protect personal information namely information that concerns identity and location. 

Never publish contact details and sensitive information (e.g. banking details, identity 

card’s number) 

- Do not post things that are offensive, pejorative or degrading to others.  

- Understand the limits. Maintain a healthy use of social media. Obsession over constantly 

checking profiles and “likes” may be a signal that a “social-media time-off” is needed. 

Forest◊ is an app that can help you control your phone time.  

 

- Before publishing content that was found online make sure it will not breach the legal 

rights of others. Copyright is a law that protects the rights of creators. Be careful of 

plagiarism since that is like stealing other people’s work.  

 

Fact! 

In average people spend 2 hours a day using social media. In 

total this amounts for 5 years and 4 months of their lifetime! 

Source: Mediakix: https://tinyurl.com/mediakix 

https://tinyurl.com/mediakix
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- Some artists and creators have content published under a specific license known as 

Creative Commons. These licenses are free of charge and allow the authors to grant 

permission for others to use their work. Depending on the license, you may use the 

content without crediting the author, in contrast to copyrighted content that needs a 

permission.   

 

 

 

 

 

 

 

 

 

 

 

Copyright 

Copyright is the exclusive right that everyone that creates something has regarding its 

reproduction, distribution, public display and more. The works under this right include movies, 

music, literature, software, etc. Copyright is meant to protect the original expression of creativity 

and give the author(s) property rights.  

Some copyright infringements can include: 

 Movies and music download without appropriate payment  

 Movies recording at public venues 

 Using photographs, music or videos of others without permission  

 Copying software code, blogs, books or podcasts without permission 

  Anything that is copied from another work without consent 

For more information visit EUIPO FAQ’s page: https://tinyurl.com/y5bbgkgm  

https://tinyurl.com/y5bbgkgm
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6. Skype◊ 

Outcomes 

Participants will:  

 Know how to create and set up a Skype◊ account 

 Know how to create a contact list and make an audio and video call 

 

Time 

40 minutes 

 

How it works 

The Internet allows communication flows between people everywhere. Skype◊ is one of the 

most known services for conversations. With Skype◊ one can have voice, video and text chats, 

as well as to be able to send files and share screens.  

 

1. Introduction to Skype◊ 

 Participants brainstorm about online communication services. 

 Inform about Skype◊. 

2. Start Skyping  

 Participants download the Skype◊ app – those who already have Skype◊ help others. 

 Each participant creates a Skype◊ account, providing only the needed information – 

avoid special characters for the Skype◊ ID. 

 Inform about privacy and security issues. 

3. Get in touch 

 Each participant searches for the other participant’s account and adds them to their 

contacts.  

 In pairs the participants start a video call, also using all the functionalities available (text, 

file sending, screen sharing, etc.) – this may require for participants to spread out along 

the facilities.  

4. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 Ask participants their opinion on the session. 

 

Risks 

 With a public profile, requests from unknown people may appear. These requests may 

have bad intent. Be wary of requests from unknown people.  

 Shared files may contain malware. Make sure files have been scanned for viruses.  
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7. Shopping Online 

Outcomes 

Participants will:  

 Understand e-commerce and online payment services 

 Know how to safely purchase products online 

 

Time 

80 minutes 

 

How it works 

E-commerce allows the sale and purchasing of products online. Almost everything from 

everywhere can be bought online. You can have Chinese green tea or French hair products 

delivered at you easily. Shopping is now easier and convenient! Several paying options are 

available as an alternative for inserting credit card or banking details. Online cards with a limited 

amount are available, as well as several online payment services.  

 

1. Introduce E-commerce 

 Explain e-commerce services. 

 Participants make a list of things they would like to buy but cannot find near them. 

 According to the items on the lists inform about online platforms that could be of 

interest. Participants briefly explore these websites. Note: If there are no options 

available ask participants to search how those items could be purchased.  

 Inform about essential aspects like currency, availability in delivering to the country, 

fees, etc. 

2. Analysis on E-commerce specifications   

 In groups participants search for a specific product or service (e.g. a holiday with a fixed 

budget, a smartphone or tickets for a concert). Each group presents their best buying 

option and justifies it. 

 Explain the processes to buy online. 

3. Payment services 

 Inform about payment services. 

 Introduce PayPal◊ and let participants know on your availability to support them in the 

process of creating an account if they want. 

 Inform about Online Banking and its benefits in not paying international fees, being this 

a good alternative for money transactions. Some examples are N26◊ and Revolut◊. 

4. Finance control 

 Inform about the online possibilities to control finances and to help manage savings. 

Some options are available as websites like BudgetSimple.com◊ and Budgt.ch◊ or as 

apps like Mint◊ or Spendee◊.  

 Participants search for and explore these services and their features. 
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5. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 Ask participants what they liked the most about the session and why. 

 

 

Risks 

 Protect banking and credit card details as well as personal information. Never save this 

personal information on websites.  

 Avoid using public Wi-Fi to pay for your shopping. Hackers can capture your personal 

information.  

 Beware that once a password is entered to make a purchase on a mobile device, the 

password may remain active for up to 15 minutes, allowing another purchase to be 

inadvertently made. Make sure that no more purchases are made unintentionally, be 

especially cautious with children’s device use. 

 Purchasing online is fast and easy but you don’t keep track of the money spending. 

Manage carefully your finances and regularly check the credit card bill.  

 No payment method is entirely safe so pay extra attention when paying online and make 

purchases only from trustworthy vendors and secure pages.  

 

 

 

 

 

 

 

Online retailers: 

- AliExpress◊ 

- Amazon◊ 

- Cashback World◊  

- eBay◊ 

- Gear Best◊  

- Ubuy◊ 

Online shopping by themes: 

- ASOS◊ – fashion  

- Better World Books◊ – books 

- Deal Extreme◊ – technology 

- Etsy◊ – handcraft and vintage products 

- Net-a-Porter◊ – women’s fashion 

- SousChef◊ – fine international grocery store 

https://www.aliexpress.com/
https://www.amazon.com/
https://www.cashbackworld.com/
https://www.ebay.com/
https://www.gearbest.com/
https://www.ubuy.com.kw/ubuy.com/?page=ubuy
https://www.asos.com/
https://www.betterworldbooks.com/
https://www.etsy.com/?ref=lgo
https://www.net-a-porter.com/
https://www.souschef.co.uk/


  

22 
 

 

 

 

8. Job seeking  

Outcomes 

Participants will:  

 Know how to create an online CV 

 Know platforms that help search for a job 

 Know how to search and apply for a job 

 

Time 

80 minutes 

 

How it works 

Labour market demands define the importance of a Curriculum Vitae (CV). This is essential for 

who is seeking new job opportunities. Several platforms offer different services like creating 

online CV, searching for job opportunities, offering your work, among others. EURES◊ is a portal 

that offers information regarding the European labour market. Europass◊ allows to create and 

update the CV online. LinkedIn◊ is a social network dedicated for professional networking with 

both employers announcing jobs and job seekers posting professional information on their 

profile. For each region there are several national platforms that can offer job opportunities.  

 

1. Introducing the importance of a good CV 

 Ask the participants what they consider most important in a CV. 

 The participants analyse an example of a Europass◊ CV and discuss its main features. 

2. Creating an online CV 

Depending on the participants’ needs you can postpone this activity or jump right to point 3. 

 Participants log onto the Europass◊ portal and briefly fill in the information asked in 

order to create a CV. Inform that the CV can be easily updated whenever wanted if 

downloaded as a PDF file. As an alternative you can print the template and give to the 

participants. You can find it here: https://tinyurl.com/europasstemplate 

 Participants export the Europass◊ CV in the desired format to the chosen location 

(device, e-mail, Google Drive◊, etc.). 

3. Creating a LinkedIn◊ profile 

 Introduce LinkedIn◊ as a platform that can be used to search for jobs and to connect 

with an online professional network.  

 Participants create a LinkedIn◊ profile, paying extra attention to the information and 

the profile picture. Explain the importance of “first impressions”.  

4. Job searching 

 Each participant thinks about a job position they could be suitable for.  

 Participants search for local job opportunities regarding the position they thought 

about.  

https://tinyurl.com/europasstemplate
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 Participants explore the job websites and platforms that appear, giving special attention 

to the conditions and requirements of the job posts.  

 Guide participants that wish to apply to jobs.  

5. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 

Risks  

 Be aware when sharing sensitive information. Do not reveal your address, documents’ 

numbers or financial details in your CV or in any job website.  

 Only upload the CV in reliable and trustworthy websites and platforms.  

 The CV and the information in the job websites can be used for phishing or scams. Be 

wary of e-mails offering job opportunities and requiring sensitive information like 

financial details.  

 

Further information 

 For tips on how to successfully search for jobs online visit: 

https://tinyurl.com/onlinejobtips  

 For tips on how to successfully search for jobs in LinkedIn◊ visit: 

https://tinyurl.com/y45y9ew4 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://tinyurl.com/onlinejobtips
https://tinyurl.com/y45y9ew4
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9. Overcoming language barriers  

Outcomes 

Participants will:  

 Know how to use translation services and apps  

 Know how to use language learning services and apps 

 

Time 

60 minutes 

 

How it works 

Language is the main form of communication and learning the local language not only enhances 

individual productivity through upskilling but is also the core element for inclusion. Learning a 

language can be fast, easy and free! There are multiple apps that provide different services like 

translation, phrase books or learning courses. Translation apps are very useful for mediating 

conversations. Apps like Google Translate◊ and iTranslate◊ offer text, speak and some image 

translations even in offline mode. A more on-demand experience can be found with the app 

Tarjimly◊ specially made to help displaced people. The Refugee Phrasebook◊ is a multilingual 

tool that offers thousands of helpful words and phrases that can be downloaded and printed. 

Google Chrome◊ has an option to translate websites in their integrity. For apps that do not 

support the native language there are some tools to translate the app content like an option in 

Google Translate◊ (see: https://tinyurl.com/y5ymz4jx) or SnapTrans◊. For language learners 

apps like Duolingo◊ and Memrise◊ can offer interactive and fun ways to learn another language.  

 

1. Introduce online Translators 

 Inform about the various services available for understanding and learning languages. 

 Participants download the Google Translate◊ app and explore the service – those who 

already have the app assist the others. 

2. Start translating 

 Participants think of a recipe and write down the needed ingredients.  

 Each participant searches for the translation of the ingredients in the local language. 

 The other features (speak and image) can be explored by conversations in pairs using 

the app and the use of books and images to translate via camera. 

3. Learning languages 

 Inform briefly about the possibility to learn languages through online services. 

 Participants search information about these services, identifying their benefits. 

4. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 

Risks 

 Most translators’ Terms of Use explicitly state that the information submitted to their 

services can be used by them. This mainly affects companies’ confidential information, 

nevertheless one should be wary of the information submitted for translation.  

https://tinyurl.com/y5ymz4jx
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10. Moving  

Outcomes 

Participants will:  

 Know how to use web mapping services 

 

Time 

40 minutes 

 

How it works 

The Internet has made lives easier allowing to save money and time for the everyday routine. 

One of the most popular services is web mapping which provides various types of geographical 

information. These services allow to search for places, get directions, get information like traffic 

and transports and have a panoramic view of area. The most popular services are Google Maps◊, 

Rome2Rio◊ and Waze◊.  

 

1. Introduction to Google Maps◊ 

 Inform about web mapping services and Google Maps◊. 

 In pairs participants think about a dream three-day trip, planning the destination, stops 

and return.  

 Each pair presents their tour plan. Allow the group to debate regarding the feasibility of 

the plans.  

2. Discovering new places 

 Participants download the Google Maps◊ app and explore its features – those who 

already have the app assist others. 

 Each pair enters the planned destination and verifies if the tour they planed is feasible. 

Results are shared with the group.  

 Participants explore the options for traffic and transports as well as satellite and street 

views and check for trip alternatives.  

3. Wrap up and Evaluation 

 Give an overview of the main topics and procedures. 

 “Targets” with words regarding the training are spread throughout the room: Logistics, 

Trainer, Methodology, Content, Utility, etc. 

 Participants make a mark in each “target”. The closer to the target (middle) it is the 

more positive.  

 Participants justify the answers and give suggestions for further trainings. 

 

Risks  

 By using navigation programs that record the places you have been and which routes 

you take you are more vulnerable to tracking.  

 Give permission for your location to be know only for trustful apps and tools.  

 

 



  

26 
 

 

 

 

 Useful Apps 

 Abby FineScanner◊ - scan every paper document without a scanner. 

 Avast◊ - protect your portable device from viruses and malware. 

 Bitdefender◊ - protect your portable device from viruses and malware. 

 CamScanner◊ – scan every paper document without a scanner. 

 Clue◊ – ladies can track their monthly cycle and better plan the future.  

 Cookpad◊ – share and learn tasty recipes from people all around the world. 

 Dropbox◊ - have any document and file always with you.   

 Duolingo◊ - learn new languages easily. 

 EverNote◊ – take notes easily. 

 Feedly◊ - keep informed about the latest news. 

 Forest◊ – control the time spent on the mobile. 

 Google Assistant◊ – your personal assistant 24/7. 

 Google Maps◊ - go everywhere without getting lost. 

 Google Translate◊ – translate everything from text, audio, images, websites and apps. 

 iTranslate◊ - translate text, voices or websites.  

 Kaspersky Mobile Antivirus◊ - protect your portable device from viruses and malware. 

 LastPass◊ – manage all your passwords with high security. 

 Libby◊ - read any book you want from any library.  

 LinkedIn◊ - the social media for professionals and job seekers.  

 Lumosity◊ – keep your mind active by solving games and puzzles. 

 Memrise◊ - learn new languages from native speakers. 

 Microsoft Word◊ - one of the basics of digital tools.    

 Mint◊ - control your finances. 

 N26◊ – the online bank that allows you to transfer money and control finances. 

 OneDrive◊ - have any document and file synchronized and always with you.  

 PayPal◊ - send, receive money and pay safely online.  

 PicsArt◊ – edit photos like a professional. 

 Pinterest◊ - a social network where you can find images and information related to any theme. 
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 Rome2Rio◊ - know how to get everywhere by train, bus, ferry, drive or plain.   

 Sago Mini Friends◊ – a great option to keep the little ones entertained whilst they are learning. 

 Shazam◊ – love a song but don’t know who it is from? This app gives you the answer. 

 SnapTrans◊ - translate text inside apps. 

 Spendee◊ - control your finances. 

 Spotify◊ – listen to every song or album. 

 Stitcher◊ - listen to podcasts based on your preferences. 

 Tarjimly◊ - translation on demand made especially for displaced people. 

 TransferWise Money Transfer◊ – transfer money easily. 

 Xender◊ – when sending big files is impossible via e-mail, share them with this app. 

 Waze◊ - know where the traffic is more intense and the driving alternatives. 

 WhatsApp◊ – contact friends and family by text, voice calls or video calls. 

 Workout Trainer◊ - get fit and healthy with this app.  

 WPS Office◊ – have all that Microsoft Office offers in your device. 
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Glossary  
 

Address Bar The space in the top of the browser where you can type the website address.  

Android Operating system by Google for portable devices. 

Anti-virus 
Security software that protects your device from malicious programs that can 

damage and steal information from your device.  

App A piece of software that can also be like a shortcut to a website.  

Attachment A file that is sent with an e-mail.  

Blog A website that functions like a diary.  

Bluetooth A wireless network to transfer data between devices.  

Browser A software program that allows to view websites.  

Cloud Programs that storage data accessible through the Internet. 

Cookies 
Small files that are automatically downloaded to your device by the websites 

you visit. These contain information on your preferences.  

Domain It is like an address for websites. 

Download The transference of files from the Internet to your device. 

E-commerce Trade that is done electronically through the Internet.  

E-mail A way to send messages and files through the Internet.  

Emoticon Characters used in text messages to express feelings or situations. 

File A piece of information that is electronic e.g. text, images, videos.  

Forward (messages) To send an e-mail or message that you received to another person. 

Hacker 
A person that tries to access the information stored in your device for malicious 

purposes.  
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Hardware Set of physical parts and components of digital devices.  

History (browser) Records of visited websites that the Internet browser keeps. 

Hotspot 
Usually public locations with Wi-Fi that allows free wireless access to the 

Internet. 

Icon A picture that represents the action or function of the program it represents.  

ID Your identification to enter certain websites or programs.  

IP address 
An Internet Protocol address is a number assign to each device connected to the 

Internet. This indicates your network interface and geographical location.  

Junk e-mail E-mail that is unsolicited.  

Link A piece of text or image that when clicked redirects to a website. 

Login To sign in a service by entering personal information like passwords.  

Malware Malicious software that can damage your device.  

MP3 Audio file extension relatively small.  

MP4 Video file extension.  

Operating System 
Basic software in your device that ensembles everything it needs in order to 

function.  

Password 
Secret combination of characters (letters, numbers, etc.) that protects personal 

information.  

PDF File extension by Adobe that is difficult to edit.  

Phishing 
Malicious attempts disguised as trustworthy companies for you to give personal 

data through e-mail or websites.  

Profile Information that describes you to other users.  

Scan 
To transfer paper documents into digital files with the help of hardware 

(scanner) or software (apps).  
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Search engine A big database with links from various websites that can be searched.  

Smartphone A mobile phone that can do the functions of a computer.  

Social network Websites that allow people to connect and share information with each other.  

Software 
A set of codes, data and programs that are needed for computers, smartphones 

and other devices to function. 

Spam 
Unsolicited or unwanted e-mails. These e-mails are usually redirected to a 

specific folder in your e-mail account. 

Streaming 
A video or audio played almost at the same time as it is on the website. This 

allows for you to watch and listen to it while it downloads.  

Toolbar A menu of options usually at the top of many software and browsers.  

Upload To post a file of something on the Internet.  

USB Universal Serial Bus is a physical connection that connects hardware via cable.  

Username A name that identifies you and allows you to enter services.  

Virus 
A malicious program that copies itself and spreads to other devices affecting its 

functions.  

Website A page that is on the Internet.  

Wi-Fi A brand that is used for devices that access wireless networks.  

Wireless A connection that doesn’t need cables.  

 

 

 


